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Introduction
Not a single day goes by without news of one or 
the other attack, breach, or data leak. If anything, 
it highlights the complex task one faces to keep 
systems and information secure as threats come 
in many different forms.

These days, organizations struggle to keep up with 
the fast evolution of technology and, combined with 
technical debt accumulated over many years, they are 
exposed to a myriad of old and new threats.

The introduction of cloud technology into the 
modern workplace and, by extension, daily activities 
of an organization presents both challenges and 
opportunities. Unfortunately, there is a common 
misunderstanding that the use of said cloud 
technologies requires additional effort in terms of 
security and privacy, directing efforts almost entirely 
to cloud systems. In our opinion, however, those 
systems require just about the same level of effort and 
attention as any legacy (on-premises) systems.

Many, if not most, of today’s breaches find their 
origin in those legacy systems; there have often 
been designed in an era that had very different 
technological challenges to solve. Because these 
systems are often still used, but in a context for which 
they were never designed, additional security risks 
tend to creep in.  For example, an application may 
have been created in a time when a simple username/
password combination would have been enough to 
fend off most attacks. Considering the diverse threat 
landscape and the abundance of compute power 
available to easily perform brute force attacks with the 
push of a single button, relying solely on usernames 
and passwords is no longer sufficient. 

If you want to get the upper hand in the never-ending 
battle between good and bad, you must rethink how 
to prevent, detect, and respond to threats. Taking 
advantage of the right solutions and services is, for 
one, a step in the right direction and puts you in a 
good position to stand a chance against modern 
cybercrime without the need to overcomplicate 
things or blow your budget.
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Assume 
breach
To face modern threats, organizations must adopt 
the right mindset to be prepared when a breach, 
malware outbreak, or data leak happens. Note that 
I said “when”, not “if”

Act in a manner that assumes you have already 
been breached or will be breached in the future. By 
adopting such a mindset, you can more easily reshape 
your detection and response strategy in a more 
effective manner and address gaps in: 

1. Ability to detect attacks as they unfold inside your 
environment

2. Capability to prevent and respond to said attacks 
(investigation, collection of evidence and remediation).

3. How to stop attacks from spreading and recover 
from any harm done.

4. How to deal with lessons learned from incidents.

The fast pace at which both technology and the 
associated threats evolve, force organizations to 
change how to build and assess defenses. Whereas 
a long time ago perimeter security was sufficient, 
a zero-trust approach is now almost mandatory to 
provide flexibility to work from any place and any time, 
whilst not lowering security at the same time.



“Security is neither a goal nor 
a state. It’s a never-ending 
journey”. 

Security is a journey that requires organizations to 
adopt or develop a solid process to guide them on 
their journey. Although there are many pre-defined 
processes and frameworks that can help define 
that journey and the processes it relies on, we are 
particularly big fans of both the NIST Cybersecurity 
framework, and MITRE ATT&CK®; each serving its 
own purpose.

Without going into too many details, you could con-
sider NIST a mentor who guides you along your way 
and is great for defining your (general) approach to 
security.

1. Identify: understand the risks that your organizati-
on is facing. This does not only include threats to cyber 
systems, but include all assets of your organization: 
people, IP, data, capabilities, etc. Gaining visibility ena-
bles you to better define how to proceed in the other 
stages of the process.

2. Protect: avoid a risk or threat from materialising. In 
other words, prevent the malicious action from being 
successful. This could be by blocking access to specific 
features, preventing an executable to run on a system, 
restricting physical access to certain areas, etc.

Creating a solid 
process
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Figure 1: Phases (functions) of the NIST Cybersecurity Framework

3. Detect: anything that you cannot block should be 
detected (in theory). The more you detect, the sooner 
you can respond to a threat and the lower chances are 
the risk can impact your business. 

4. Respond: you last line of defence. What will you do 
when an active threat is detected? What if you just de-
tected a breach? How will you respond? What  action 
will you take? Your response strategy should not only 
consist of technical solutions, but also  (written) pro-
cesses and procedures to help you effectively restrict, 
contain, or evict a threat from your environment.

5. Recover: this phase describes what to do after a cy-
bersecurity incident and how to restore systems that 
were impacted as part of it. It describes the  processes 
and procedures, but also leverages the  ‘lessons lear-
ned’ from each incident, to further improve the pro-
cess or controls to avoid making the same mistakes 
should a (similar) incident occur again.
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Where NIST is your guide, MITRE ATT&CK® is your spar-
ring partner, standing next to you with every step you 
take. The framework provides more tangible guidance 
by providing detailed and technical insights into the 
tactics and techniques used by malicious actors to 
gain access, exploit weaknesses, and/or do harm. 

This information is particularly helpful to classify (ca-
tegorize) incidents, not only to better understand how 
an attack might have exploited specific vulnerabilities, 
but it also generates a better understanding of the at-
tack surface of an organization; if specific techniques 
and tactics keep being used  successfully, it may be a 
signal that preventative controls are perhaps not as 
strong as they should be. Similarly, if specific elements 
do not show up in any reports, alerts or incidents, it 
could point to a gap in the visibility thereof, perhaps 
pointing you to a gap in your detection capabilities.

Gaining 
visibility
Knowing which threats you face is the first step 
in your journey. It is important that you under-
stand what the risks are related to the systems, 
platforms, and information that you own and how 
they are accessed, by whom, through which devi-
ces and so on. Depending on the context different 
threats exists and approaches on how to mitigate 
those may be different.

Traditionally, assessments and penetration tests have 
been the go-to approaches to help verify and test the 
effectiveness and efficiency of controls and processes 
in place. And whilst the results from these exercises do 

highlight gaps that need addressing, the quality of the 
reports greatly depends on whom creates them. In ad-
dition, both assessments and penetration are merely 
a snapshot in time, whereas threats and technological 
capabilities continuously evolve. Continuously perfor-
ming assessments, penetration tests, or both will quic-
kly become cost-prohibitive for many an organization 
and, as such, a more efficient way of providing visibility 
is essential. 

Using the right tools and solutions can be a great way 
to gain the visibility you require, all whilst keeping 
overhead and costs at a minimum. 
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Threat & Vulnerability 
Management (TVM)
Threat & Vulnerability Management solutions 
provide visibility into your attack surface based on 
vulnerabilities (bugs, exploits, etc.) exposing you to 
a myriad of threats. Microsoft Defender ATP, with 
its built-in Threat and Vulnerability Management 
capability, has made TVM much more accessible, 
allowing every organization to take advantage of the 
visibility it provides. 

By actively mapping (known) vulnerabilities that can 
be used to targets one sytem- and software landscape, 
it provides organizations with the right information to 
address pressing security matters in the right order. 
Considering that the majority of breaches happen 
because of unsupported and/or unpatched software, 
TVM has become a cornerstone in a solid approach 
towards a more secure environment. 

Cloud Security 
Posture Management 
(CSPM)
As clouds usage grows, so can the complexity of 
the systems that have been built on top or have 
been integrated with or in cloud platforms. If 
there is one thing we can say for sure, it is that the 
misconfiguration or insecure configuration of systems 
can lead to disastrous consequences. Think about the 
many misconfigured Amazon S3 buckets that have 
been sitting on the Internet and have led to numerous 
(high profile) data leaks. Or how about unnecessary 
and unprotected open ports to internet-facing virtual 
machines? 
Because cloud systems can be so vast, it’s sometimes 
hard to keep track of everything that is going on, or to 
meticulously maintain and track the configuration of 
those systems.

According to Gartner, “CSPM offerings continuously 
manage cloud risk through the prevention, detection, 
response and prediction of where excessive cloud 
infrastructure risk resides based on common 
frameworks, regulatory requirements and enterprise 
policies.” In other words: CSPM solutions track how 
you configure your environment and compare 
that configuration with security and compliance 
frameworks and best practices to determine if you’re 
at risk or not. 

Because you are proactively tracking the configuration 
of your system(s) and are measuring it against pre-
defined baselines, best-practices and sometimes 
even industry defaults, you greatly minimize the risk 
of (un)voluntary misconfiguration.
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Automated testing of your 
defenses
Penetration tests are, in a way, a simulation of an attack, albeit executed manually. 
Although many pentesters have a different tools that automate parts of the process, 
there’s a lot of manual labor involved, not in the least to provide a detailed and high-
quality report.

Breach and Attack Simulation solutions enable organizations to continuously 
assess the security posture of their environment by performing automated attack 
simulation based on a variety (and evolving) use cases. Vendors like SafeBreach or 
AttackIQ constantly update their systems to offer up-to-date simulation that mimic 
attack patterns, tools and techniques as they are detected in the wild. 

The market of Breach and Attack Simulation solutions is evolving fast, and we expect 
a lot of evolution and novelties in the (near) future. Whilst these types of solutions  are 
highly effective, they are typically not the first step you take on jour journey. Having a 
solid foundation with TVM and or CSPM is, at the very least, equally important, if not 
more.
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Striking a 
balance between 
security and 
usability
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All too often, organization fall into the trap of 
making systems too unusable in an attempt to 
make them safer. The result, however, is often 
the opposite of the intended goal. Because of 
the inconvenience users must face, they are 
incentivized to find Because of the inconvenience 
users must face, they are incentivized to find 
workarounds that allow them to do exactly what 
they want to do it, in the way the need or want to 
do it. There is a reason why the term ‘Shadow IT’ 
exists after all.

There is a delicate balance to keep between security 
controls and usability of a system. A good example 
thereof is multi-factor authentication (MFA). There is 
no doubt that MFA is the single most effective way to 
increase your security posture and successfully fend off 
various types of attacks. However, implementing MFA 

also means that users must perform an additional step 
in the authentication process, one which costs time 
and brings them no apparent value. At this point, it 
could be easy to state that for the sake of security users 
just should endure the additional prompt. But if you 
look at it from the user’s side, you may find that they 
are facing the same prompt multiple times a day. It’s 
no wonder that the term “prompt fatigue” has come 
to life to denote that users are tired of continuously 
having to provide a second factor and, because of 
it, mindlessly accept an authentication prompt –
even when they have not initiated an authentication 
attempt themselves! How much is your control worth 
when this happens, you think?

User guidance and awareness can go a long way to 
make users understand why they need to perform a 
specific action. A better way would be to reconsider 
your current MFA solution and see how you could 
drive down the number of prompts users are faced 
with. Yes, you could just use Azure Identity Protection 
with a risk-based approach to MFA. But that is beyond 
the question, here. Instead, it is your responsibility to 
consider that every security decision you make, can 
have potentially unwanted implications elsewhere 
which – if not considered thoroughly – might lead to 
other and even more security risks.
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Increasing 
detection 
and response 
capabilities
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If you just started your journey, it is wise to 
put (a little) more emphasis on protecting your 
environment first. After all, the better protected 
you are, the less risk you are exposed to and, 
theoretically, the less need there is for detection 
and response. However, do not let yourself be 
fooled: there is no 100% protection, and proper 
detection and response mechanisms are just as 
important should you want to stand a chance 
against modern-day threats. Detecting that 
someone entered the front door can be useful, but 
if your goal is to keep people out, adding a lock to 
prevent them from opening the door without a key 
seems like a sensible first step to take.

Historically, though, organizations have spent a 
disproportional amount of time, effort and resources 
into protective controls, whereby proper detection 
and response countermeasures have often been 
treated as an afterthought. Perhaps they do have the 
visibility, but all too often alerts are neglected, not in 
the least because the instream often is more than the 
resident security team can handle.

To put things a little more into perspective, let’s 
consider an example based on a fire department. In 
a way, there are many similarities with your security 
operations team. Although responding to incidents is 
an important part of what the fire department does, 
part of their activities goes to preventing incidents 
from happening by providing guidance on how to 
better prevent an incident (e.g. a fire) from happening, 
but also by conducting surveys, assessments and 
auditing fire systems, and so on.

Another thing to consider is that the fire department 
relies on an incident being reported before they can 
respond. In most cases, response to an incident follows 
someone calling in the incident. In cybersecurity, this 
phone call can be the same, but also an event, alert, 
or incident raised by one of the systems. However, for 
that call to happen, someone must have seen the fire, 
or have been notified that something is happening 
through, for example, a fire alarm that was triggered 
by someone else, or the fire sprinkler system kicking 
in.

The point here is not so much how an incident is 
reported, rather than the fact that it is. To be able 
to respond to a threat, you must know it exists, and 
you must be aware that it is currently active in your 
environment. Therefore, having proper visibility and 
detection mechanisms in place is crucial. Just as 
crucial has having someone (or a team) ready to 
receive and respond to the information provided by 
those mechanisms.

Being able to adequately know how to respond to an 
incident is critical. Moving back to your example of the 
fire department: they know exactly how to respond to 
a fire, versus how to respond to a car accident. When 
you report an incident, you will be asked a series of 
questions which helps the fire department to better 
understand what is happening and, in turn, provides 
them with the intelligence needed to make decisions 
into what equipment to bring to the scene, etc. If 
anything, responding to a cybersecurity incident is not 
much different.



Addressing security challenges in and through the cloud

11Cloud Control - Security

Gone are the days that organizations could get 
away with purchasing best-of-breed solutions to 
keep them secure. Considering the complexity 
of modern attacks, gaining visibility into the 
different stages of an attack is critical. In a more 
traditional approach, the security operations team 
would leverage solutions like a traditional SIEM 
to correlate information coming from various 
platforms and systems to correlate events and 
discover threats hidden away in anomalies.

And although the principle is still valid today, the 
increasing number of events and information at 
your disposal along with the fast and ever-changing 
application landscape, makes such a manual 
approach time-consuming, costly, and not very 
efficient –especially when solutions from different 
vendors across different industries must be integrated 
with one another to fuel these correlations. 
Take as example Microsoft Threat Protection. It is one 

Integration 
matters

of the solutions spearheading a change the industry 
so needs. Because it can automatically correlate 
information between several platforms (Office 
ATP, Azure AD, Azure ATP, Cloud App Security, and 
Microsoft Defender ATP), it has visibility into all stages 
of the attack kill chain, and – thus - it can more easily 
and much faster detect and respond to anomalous 
activities than any human operator could.

The efficiency of Microsoft Threat Protection frees 
up time of the security operations team, and allows 
them to focus on other aspects of your journey, like 
proactively going out and hunt for threats, and make 
sure that systems and software are patched in a timely 
manner. In turn, it allows you to greatly improve your 
overall security posture, without necessarily putting 
an additional burden on your operations team who 
are, undoubtedly, already quite busy.
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The Collective
Your Security in and through the cloud

Supercharge your security with our Security Operations 
Center-as-a-Service which keeps an eye on your 
environment to ensure it is safe and secure; even while 
you are asleep. Our team operates from Belgium and 
covers systems world-wide. We leverage technological 
advancements in automation and artificial intelligence 
to increase detection and response capabilities, all whilst 
maximizing efficiency and minimizing overhead. 

For more information,  
email us at info@thecollective.eu

www.cloudsoc.eu
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Supercharge 
your security 
operations
A modern security operations teams requires 
a mix of skills to address the challenges that 
entail modern and continuously evolving threats. 
Amongst other things, a capable security team 
must be able to:

1. Understand the risks an organization is facing, 
both from a business perspective as from a technical 
perspective. 

2. Proactively search for signs of intrusion or attack 
across the entire environment. For this, they must 
mix knowledge of attacks unfolding world-wide, 
along with more specialized threats within their own 
industry

3. Adequately and in a timely manner respond to 
the growing number of events, alerts and incidents 
thrown by a variety of solutions

4.. Incorporate technical expertise with intimate 
knowledge of the business, its processes and, for what 
it’s worth, quirks.

Steve Jobs once said: “Great things in business 
are never done by one person. They are done by a 
team of people”. The same philosophy we apply in 
our Managed Security Operations Center: We act 
as an extension of your team and leverage your 
intimate knowledge of your environment and 
applications so that we enrich our technical expertise 
and supercharge the capabilities of the newfound 
Security Team.
Together, we can keep you safe.

Supercharge your security >>

http://info@thecollective.eu
http://www.cloudsoc.eu

